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 In recent years, billions of dollars in losses have been caused by fraudulent credit 

card transactions, representing a serious and growing problem. To mitigate the 

damage from such transactions, data mining techniques are widely employed for 

credit card fraud detection, utilizing approaches such as classification and 

clustering with machine learning algorithms. This study focuses on supervised 

learning, in which machine learning algorithms are trained on labeled datasets to 

construct predictive models. A major challenge in this domain is the highly 

imbalanced class distribution within the datasets, as the number of fraudulent 

transactions is significantly lower than that of legitimate transactions. This paper 

examines strategies for addressing imbalanced data in machine learning algorithms 

and proposes an optimized method for detecting and identifying fraud on both 

original and balanced datasets. In this study, the performance of classification 

techniques is compared using well-known methods, including C5.0 decision trees, 

Support Vector Machines (SVM) with Sigmoid, Linear, and RBF kernels, and 

neural networks. 
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1. INTRODUCTION 

In recent years, e-commerce has emerged as one of the main channels for global trade. Electronic payment 

systems constitute a critical component of e-commerce. Among these, credit cards have become one of the primary 

payment methods. While e-commerce provides significant opportunities across various sectors, particularly global 

trade, it also introduces risks for banks, financial institutions, and credit organizations [1, 2]. The nature of fraud has 

evolved over the past decades with technological advancements. Fraud has existed as long as human society itself 

and can take various forms [3]. Credit card fraud is currently one of the most significant threats to commercial 

institutions. Typically, fraud involves the unauthorized and illegal use of the facilities of a legitimate account [4] 

and generally refers to obtaining goods, services, or money through illegal means [5]. Over time, as fraud detection 

methods have evolved, fraudsters have continuously adapted their techniques to evade detection [6]. 
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Credit card fraud can be broadly categorized into three types [7]: 

Physical card fraud: In this type, the cardholder physically presents the card to a merchant for payment. The card 

may be lost or stolen, and then used by another person, potentially resulting in substantial financial loss if the 

cardholder becomes aware of it too late [8]. 

Virtual card fraud: In this form, the fraudster does not have the physical card but requires the card’s information. 

Fraud occurs through the unauthorized use of the card’s details, sometimes facilitated by counterfeit cards [5, 8]. 

Application fraud: This occurs when a credit card is fraudulently obtained using false personal information. This 

type of fraud is less common because it can often be detected during the application process by verifying the 

applicant’s information, unlike other forms of fraud that are unpredictable [5]. 

Two main approaches are employed in combating credit card fraud: prevention and detection. Fraud prevention 

differs from detection, as it involves actions taken at the outset to stop or neutralize fraud, while detection comes 

into play when prevention fails, utilizing appropriate tools to identify fraudulent activities [1]. For human analysts, 

recognizing patterns of fraud in transaction datasets is often impractical due to the large number of online, high-

dimensional data points. Therefore, automated systems for fraud detection are essential [9]. 

The design of efficient fraud detection algorithms is key to reducing losses. Many algorithms rely on advanced 

machine learning techniques to assist researchers in uncovering fraud [5]. However, designing effective fraud 

detection algorithms is challenging due to factors such as non-stationary data distributions, highly imbalanced class 

distributions, and the limited availability of labeled transactions verified by fraud inspectors. Since fraudulent 

transactions are far fewer than legitimate ones, datasets are typically imbalanced [10]. Many machine learning 

algorithms perform poorly when applied to imbalanced datasets [11], as most learning systems are not designed to 

handle large disparities between class sizes [12]. The continuous evolution of fraud methods requires adaptive 

learning algorithms capable of tracking these illegal activities [5]. 

In prior literature, traditional classification methods for imbalanced datasets have relied on sampling techniques 

to balance the dataset [11]. Methods such as resampling have been proposed to improve performance. However, 

imbalance is not the only factor affecting classification difficulty; another critical factor is class overlap, which limits 

the information available from transaction records regarding the underlying process [13]. Another major challenge 

in credit card fraud detection is the limited availability of data due to confidentiality concerns, restricting the 

opportunity to share real datasets and evaluate existing techniques [9]. 

This paper aims to provide an empirical comparison of different algorithms and modeling techniques using a real-

world dataset, focusing on open questions such as: Which machine learning algorithm should be employed? Should 

the data be analyzed in its original imbalanced form, or should it be balanced first? If balanced, what is the most 

effective approach? Which performance metrics are most suitable for evaluating the proposed method? 

In this study, we examine and compare the performance of three classification techniques and assess the impact 

of data balancing on performance in the presence of class imbalance. These frameworks are capable of handling 

evolving, imbalanced data streams. All results are based on experiments conducted using real credit card transaction 

data from European cardholders in September 2013 [10]. 

2. RELATED WORK 

Many researchers have developed credit card fraud detection and tracking techniques based on data mining 

approaches. Gash and Reilly proposed a three-layer feedforward neural network (FFNN) for credit card fraud 

detection, which requires a long training time [14]. Malini and colleagues discussed credit card fraud detection in 

banking and compared several techniques, including machine learning, genetic programming, fuzzy logic, sequence 

analysis, and others, for detecting fraudulent transactions. In addition, K-Nearest Neighbors (KNN) and advanced 

detection methods were implemented to optimize solutions for fraud detection problems. These approaches have 

proven effective in minimizing false alarm rates while increasing fraud detection accuracy  [15 .]  

In another study, Maria et al. developed an anti-fraud framework by combining two unsupervised algorithms. 

They used classification to generate data packets, which were subsequently grouped using clustering concepts. This 
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model was applied for manual implementation on existing data across multiple bank accounts. Principal Component 

Analysis (PCA), as an unsupervised classification scheme, was employed for transaction classification  [16 .]  

Siddhartha and colleagues evaluated two advanced data mining methods Support Vector Machines (SVM) and 

Random Forests alongside logistic regression to enhance the identification, control, and legal prosecution of credit 

card fraud. This study was based on real-world international credit card transaction data   [17 .]  

The focus of much of the literature has been on supervised methods, including neural networks [18], rule-based 

approaches such as RIPPER [19, 20], and tree-based algorithms like C4.5 [21] and CART [22]. These studies aimed 

to provide empirical comparisons of various algorithms and modeling techniques on real-world datasets. 

Ai-Hua and colleagues examined the effectiveness of classification models for credit card fraud detection. Two 

different classification methods decision trees, neural networks, and logistic regression were tested for their 

applicability in fraud detection. Their study provided a useful framework for selecting the optimal model for 

assessing credit card fraud risk based on various performance criteria  [23 .]  

In several studies, 26 data mining techniques have been applied for financial fraud detection. Extensive research 

has been conducted on credit card fraud detection, with most systems relying on supervised algorithms, such as 

neural networks [14, 18, 23–27] and Support Vector Machines  [17 ,28–32 .]  

3. METHODOLOGY 

As discussed in the previous sections, the primary challenge in applying machine learning techniques for fraud 

detection is the imbalance between normal and fraudulent transaction classes. Since the number of fraudulent 

transactions is significantly smaller than that of normal transactions, the dataset exhibits a highly imbalanced 

distribution. The proposed methodology is illustrated in Figure 1. 

In this study, we aim to evaluate the performance of machine learning methods on both imbalanced and balanced 

datasets. In the first step, machine learning algorithms are applied to the original imbalanced dataset to assess the 

impact of class imbalance on algorithm performance. Classification models are constructed and evaluated using 

well-established methods, including C5.0 decision trees, Support Vector Machines (SVM), and neural networks. 

Studies have shown that a balanced dataset generally provides better overall classification performance compared 

to imbalanced datasets [33]. Accordingly, based on prior research, in the second step, before implementing the 

learning algorithms, resampling techniques are employed to balance the sample space of an imbalanced dataset, 

thereby reducing the impact of class distribution on the learning process [5]. Resampling methods are versatile, as 

they are independent of the chosen classifier [34]. 
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Fig. 1. Proposed Methodology Diagram 

 

3.1. Data Balancing Methods 

Under-Sampling: This method mitigates the adverse effects of imbalanced class distribution by discarding 

inherent samples from the majority class. The simplest approach is Random Under-Sampling (RUS), illustrated in 

Figure 2(a), which involves randomly removing examples from the majority class [35]. In this study, this method 

has been employed. 

Over-Sampling: Over-sampling addresses class imbalance by increasing the number of samples in the minority 

class, repeating them until both classes have equal frequency [10, 36]. Adaptive Synthetic Sampling (ADASYN) is 

a widely used over-sampling method for generating minority class samples and is considered an improved version 

of SMOTE [37], as shown in Figure 2(b). In this study, ADASYN is applied. ADASYN not only reduces the learning 

bias introduced by the original imbalanced data distribution but also adjusts the decision boundary to focus on 

learning from difficult-to-classify samples [37]. 
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(a)[38] 

 

 
        

       class #1                                                                 class #0     

(b)  [37] 
Fig. 2. (a) RUS Sampling Technique; (b) ADASYN Sampling Technique 

3.2. Data Classification Techniques 

Decision Trees (DT): Decision trees are among the most widely used machine learning algorithms [39]. They 

are considered a white-box technique, meaning they are easily interpretable and computationally inexpensive [40]. 

Depending on the modeling objective, decision trees can be used for either classification or regression [41]. In this 

study, we focus on binary classification decision trees. A decision tree is a hierarchical structure that attempts to 

separate records into distinct binary subgroups. Each decision tree method uses its own splitting algorithm and 

metric. Well-known decision tree algorithms include ID3, C5.0, and CART [42]. ID3 uses information gain, C5.0 

uses gain ratio, and CART employs the Gini index to measure impurity [2, 28]. In this research, the C5.0 

classification model is applied. 

Support Vector Machines (SVM): SVMs are statistical learning techniques [43] that have proven highly 

effective in various classification tasks. Unlike decision trees, SVMs aim to find a hyperplane that separates two 

classes while minimizing classification errors. In its simplest form, SVM uses a linear hyperplane to construct a 

maximum-margin classifier [44], as proposed by Vapnik and his team at AT&T Bell Laboratories [45]. 

Class #0           Class #1 
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Due to the highly imbalanced nature of the data (fraudulent vs. non-fraudulent cases), extracting meaningful 

features for detecting fraudulent transactions is challenging. The simplicity of linear classification and the ability to 

operate in a high-dimensional feature space make SVMs particularly suitable for fraud detection tasks [17]. The 

strength of SVMs arises from two key properties: kernel representation and margin optimization [17]. In many cases, 

finding a suitable linear hyperplane in the input space is limited [46]. A kernel function [47] allows the inner product 

of two data points to be represented in a high-dimensional feature space. Several kernel functions exist for SVMs; 

in this study, we use three common kernels: Linear, RBF, and Sigmoid. Selecting an appropriate kernel depends on 

the nature of the classification task and the input dataset. 

Artificial Neural Networks (ANN): Neural networks are defined as a collection of interconnected nodes 

designed to mimic the functionality of the human brain [48]. ANNs, or artificial neural networks, are mathematical 

or computational models inspired by the structure and functional aspects of biological neural networks. ANNs are 

typically adaptive systems that adjust their structure based on external or internal information flowing through the 

network during the learning phase. Modern neural networks are generally used to model complex relationships 

between inputs and outputs or to detect patterns in data [49]. 

A Multilayer Perceptron (MLP) is an ANN model that maps input datasets to a set of corresponding outputs. 

MLPs are trained using the backpropagation algorithm, a supervised learning method divided into two phases: 

forward propagation and weight updating. These phases are repeated iteratively until the network performance is 

satisfactory. MLPs consist of multiple layers of computational units, usually connected in a feedforward manner. In 

many applications, these units employ a sigmoid activation function. When the learning data represents numerical 

analysis, the output nodes typically use a sigmoid function. 

After balancing the dataset using the resampling techniques described previously, the three classification 

algorithms (C5.0, SVM, and ANN) are applied to classify the data. Finally, the resulting models are compared using 

various evaluation metrics to assess how machine learning algorithms perform when exposed to balanced versus 

imbalanced datasets. 

4. EXPERIMENTAL RESULTS 

In this section, we present the evaluation metrics used for analyzing results, introduce the dataset, and provide the 

obtained outcomes. The selected methods for constructing classification models include C5.0 decision trees, SVM 

with three kernels (Sigmoid, RBF, and Linear), and artificial neural networks (ANNs). All methods are applied to 

three datasets. In the first phase, the models are trained on the original imbalanced data. In the next phase, the data 

are balanced using preprocessing techniques such as Random Under-Sampling (RUS) and ADASYN over-sampling. 

Finally, the results are compared to assess the impact of data balancing. 

For experiments involving SVM, the k-fold cross-validation method [50] is employed with k=10k=10k=10, 

meaning that one subset is used for testing and the remaining nine for training, repeated ten times. This validation 

approach helps determine how well the model generalizes to unseen data. 

Data preprocessing was performed using Python, and the proposed methodology was implemented in RapidMiner 

Studio 9. 

4.1. Evaluation Metrics 

Several classification performance metrics commonly cited in the literature are employed. Overall accuracy is an 

insufficient performance indicator in this study because of the significant class imbalance. Predicting all cases as the 

majority class can yield a misleadingly high accuracy. Therefore, additional evaluation metrics are used, including: 

Sensitivity 

Specificity 

Accuracy 

Recall 
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F-measure 

Area Under the Curve (AUC) 

For binary classification problems, it is standard to construct a confusion matrix [9]. A confusion matrix is one 

of the most widely used methods for evaluating classification models, with actual labels along one axis and predicted 

labels along the other. Each cell in the table counts the number of predictions falling into a given category. Correct 

predictions appear along the main diagonal, allowing for quick comparison of performance across different classes. 

Each metric is defined in terms of the confusion matrix, as illustrated in Figure 3. The abbreviations used in the 

matrix are: True Positive (TP), True Negative (TN), False Positive (FP), and False Negative (FN), where positive 

refers to fraudulent cases and negative to legitimate cases [10]. 

 

 
 

Fig. 3. Confusion Matrix [5] 

Accuracy [29] measures the proportion of correctly classified instances to the total number of classified instances: 

Accuracy=
TP+TN

TP+TN+FP+FN
         (1) 

Sensitivity (True Positive Rate, TPR) indicates the model’s ability to correctly identify fraudulent cases: 

Sensitivity or TPR= 
𝑇𝑃

𝑃
=

𝑇𝑃

𝑇𝑃+𝐹𝑁
        (2) 

Specificity (True Negative Rate, TNR) measures the accuracy in identifying legitimate cases: 

Specificity or TNR = 
𝑇𝑁

𝑁
=

𝑇𝑁

𝑇𝑁+𝐹𝑃
        (3) 

Recall is defined as: 

RECALL =
𝑇𝑃

𝑇𝑃+𝐹𝑁
          (4) 

Precision is calculated as: 

Precision =
𝑇𝑃

𝑇𝑃+𝐹𝑃
          (5) 

F-Measure is the harmonic mean of recall and precision: 
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F_Measure =
2𝑃𝑅

𝑃+𝑅
          (6) 

When evaluating or visualizing the performance of multiclass classification problems, the Receiver Operating 

Characteristic (ROC) curve and the Area Under the Curve (AUC) are commonly used. The ROC curve plots the 

True Positive Rate (TPR) on the Y-axis against the False Positive Rate (FPR) on the X-axis. The AUC is a critical 

metric for assessing the performance of a classification model [51]. 

The AUC considers all possible thresholds, which can be used to evaluate probabilistic predictions. Different 

thresholds yield different TP and FP rates. Lowering the threshold allows the model to predict more positive cases 

but may increase the FP rate simultaneously [52]. 

An excellent model will have an AUC close to 1, indicating strong discriminative ability between the two classes. 

A poor model will have an AUC near 0, indicating poor distinction capability. An AUC of 0.5 suggests that the 

model has no discriminative power and performs no better than random guessing [51]. 

4.2. Dataset 

The dataset contains information on credit card transactions, including examples of fraudulent activities. It was 

first utilized in the experiments reported in [10]. The dataset comprises credit card transaction records from European 

cardholders collected in September 2013. It is publicly available at: 

http://www.ulb.ac.be/di/map/adalpozz/data/creditcard.Rdata. 

The dataset represents transactions over a two-day period and includes 30 numerical input features and a binary 

output variable. Only three features Time, Amount, and Class are directly interpretable; the remaining features (V1–

V28) have been transformed using Principal Component Analysis (PCA) to preserve confidentiality. The “Time” 

feature indicates the elapsed time between each transaction and the first transaction in the dataset. The “Amount” 

feature denotes the transaction amount, which can be used, for example, in cost-sensitive learning. The “Class” 

variable represents the response: 1 indicates a fraudulent transaction, and 0 indicates a legitimate transaction. 

Cardholder identifiers are not available, so each transaction can be considered independent. 

This is one of the rare publicly available datasets for credit card fraud detection. The dataset is highly imbalanced: 

fraudulent transactions constitute only 0.172% of the total, with 492 fraudulent transactions among 284,807 records 

[5]. 

5. RESULTS 

5.1. Experiments on the Imbalanced Dataset 

The performance of the SVM algorithm with three kernel functions on the imbalanced dataset is summarized in 

Table 1. Although all three kernels achieved an overall accuracy of 99%, Figure 4 shows that they all appear to have 

excellent accuracy. However, this result is misleading and unacceptable because both sensitivity and recall are 

extremely low, while specificity is 99%. This indicates the presence of severe class imbalance and the dominance 

of the negative class over the positive class. Consequently, the model classifies all positive (fraudulent) instances as 

negative (legitimate). 

Table 1. Cross-validation results of three SVM kernels on the imbalanced dataset 

SVM Kernel Accuracy Sensitivity Specificity Precision Recall F-measure AUC 

Linear 99.87% 33.95% 99.99% 80.96% 33.95% 47.64% 0.965 

RBF 99.87% 27.83% 99.99% 83.81% 27.83% 41.64% 0.975 

Sigmoid 99.84% 13.41% 99.99% 63.01% 13.41% 21.91% 0.555 

http://www.ulb.ac.be/di/map/adalpozz/data/creditcard.Rdata
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Fig. 4. Comparison of the performance of three SVM kernels on the imbalanced dataset 

The cross-validation results of the SVM algorithm with its best-performing kernel from the previous stage, 

compared with Neural Network (NN) and Decision Tree (DT) algorithms on the imbalanced dataset, are shown in 

Table 2. Both NN and DT techniques exhibit high values in sensitivity and specificity, which indicate the detection 

rates for fraudulent and legitimate transactions. However, given the severe imbalance between the two classes, these 

methods fail to properly reflect the impact of data imbalance on the model. Overall, SVM demonstrates more reliable 

performance on imbalanced data. 

Table 2. Cross-validation results of SVM, Neural Network, and Decision Tree on the imbalanced dataset 

Algorithm Accuracy Sensitivity Specificity Precision Recall F-measure AUC 

SVM 99.87% 33.95% 99.99% 80.96% 33.95% 47.64% 0.965 

NN 99.95% 80.08% 99.98% 88.30% 80.08% 83.76% 0.952 

DT 99.93% 72.75% 99.98% 85.98% 72.75% 78.63% 0.858 

As illustrated in Figure 5, the SVM algorithm better captures the imbalance present in the dataset compared to 

the other two techniques, as reflected by the sensitivity and specificity metrics. 

 
Fig. 5. Comparison of the performance of SVM, NN, and DT on the imbalanced dataset 

Applying the RUS (Random Under Sampling) technique to this dataset leads to the removal of intrinsic samples 

from the majority class and the loss of useful and valuable information [33]. This explains why some metrics in 

Table 3 reach 100%, while the accuracy parameter which reflects overall classification performance retains 

reasonable and reliable values across all three SVM kernels. 
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From the sensitivity and specificity values across the three kernels, it is evident that the dataset has achieved a 

more balanced level, yielding more precise results. As shown in Figure 6, the Linear kernel demonstrates superior 

performance in most metrics, such as Accuracy, Precision, F-measure, and AUC. Among the remaining kernels, 

RBF ranks second due to higher values in key metrics like Accuracy, AUC, and Precision, while the Sigmoid kernel 

ranks last. 

Table 3. Cross-validation results of three SVM kernels on the dataset balanced using RUS 

SVM Accuracy Sensitivity Specificity Precision Recall F-measure AUC 

Linear 97.12% 85.91% 100.00% 100.00% 85.91% 92.37% 0.983 

RBF 96.64% 83.54% 100.00% 100.00% 83.54% 90.98% 0.983 

Sigmoid 96.98% 86.58% 99.65% 98.52% 86.58% 92.12% 0.972 

 

 
Fig. 6. Comparison of the performance of three SVM kernels on the dataset balanced using RUS 

In Table 4 and Figure 7, a comparison of the three classifiers SVM, DT, and NN shows that SVM performs better 

in terms of Precision, Specificity, and AUC, while maintaining a balanced performance across both classes. The 

Decision Tree (DT) demonstrates slightly higher overall accuracy, whereas the Neural Network (NN) achieves 

higher Sensitivity, reflecting its better detection rate for fraudulent transactions. The differences in the F-measure 

among the three techniques are minimal. 

Given that the AUC metric is crucial for evaluating classification models, SVM can be considered the superior 

classifier in this study, as it achieves the highest AUC value. 

Table 4. Cross-validation results of SVM, DT, and NN on the RUS-balanced dataset 

Classifier Accuracy Sensitivity Specificity Precision Recall F-measure AUC 

SVM 97.12% 85.91% 100.00% 100.00% 85.91% 92.37% 0.983 

NN 97.15% 90.26% 98.92% 88.34% 90.26% 92.83% 0.976 

DT 97.22% 87.41% 99.74% 98.89% 87.41% 92.76% 0.889 
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Figure 7. Comparison of the performance of SVM, DT, and NN on the RUS-balanced dataset 

As shown in Figure 8, the ROC curve illustrates the True Positive Rate (TPR) against the False Positive Rate 

(FPR) for different validation thresholds. At this stage, after balancing the dataset, the AUC values for all three 

techniques are close to 1, which is considered ideal. This indicates the strong capability of the classifiers to 

distinguish between the two classes with minimal overlap. Among the three, the ROC curve of the SVM method 

demonstrates a slightly superior performance. 

AUC (Linear): 0.983 +/- 0.011 (positive class: 1) 

__ ROC __ROC (Thresholds) 

 
 

Fig. 8. Comparison of AUC and ROC of SVM, NN, and DT tests on the RUS-balanced dataset 

As shown in Table 5 and Figure 9, it is clearly observed that the Linear kernel achieves the highest values and the 

best overall performance, while the Sigmoid kernel shows the worst performance. However, the RBF kernel also 

demonstrates strong performance, with only a slight difference compared to the Linear kernel, making their results 

nearly equivalent. No significant superiority can be assigned between these two kernels; their performance is almost 

identical. 
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Table 5. Cross-validation results of three SVM kernels on the ADASYN-balanced dataset 

SVM Acc Sensitivity Specificity Precision Recall F AUC 

Linear 97.76% 88.98% 99.95% 99.79% 88.98% 94.08% 0.996 

RBF 97.17% 86.02% 99.96% 99.79% 86.02% 92.40% 0.996 

Sigmoid 74.80% 37.13% 84.22% 37.05% 37.13% 37.09% 0.637 

 

 
Fig. 9. Comparison of SVM, DT, and NN performance on the ADASYN-balanced dataset 

Based on Table 6 and the corresponding chart (Figure 10), the NN algorithm demonstrates the highest values for 

metrics such as Accuracy, Sensitivity, F-measure, and AUC. This indicates that NN provides a better model on the 

balanced dataset because metrics like Accuracy, which evaluates the correctness of the generated model and 

classification precision, and Sensitivity, which measures the detection of true positives (i.e., frauds), are high. 

Additionally, AUC, which is a valuable metric for evaluating classifier performance, is close to 1. 

SVM also performs well in metrics like Sensitivity, Precision, and AUC, but DT shows better results than SVM 

for Accuracy, Sensitivity, Recall, and F-measure, placing it second after NN in overall performance. 

Table 6. Cross-validation results of SVM, DT, and NN on the ADASYN-balanced dataset 

Technique Acc Sensitivity Specificity Precision Recall F AUC 

SVM 97.76% 88.98% 99.95% 99.79% 88.98% 94.08% 0.996 

NN 99.73% 99.05% 99.91% 99.62% 99.05% 99.33% 0.999 

DT 98.09% 91.30% 99.79% 99.08% 91.30% 95.03% 0.956 
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Figure 10. Comparison of SVM, DT, and NN performance on the ADASYN-balanced dataset 

At this stage, all three techniques demonstrate very good results on the balanced dataset. However, the NN 

technique, with its excellent AUC value and ideal ROC curve, is identified as the best model. See Figure 11. 

AUC(NN): 0.999 +/- 0.000 (positive class: 1) 

 

Figure 11. Comparison of AUC and ROC for SVM, NN, and DT on the ADASYN-balanced dataset 

6. CONCLUSION 

In this study, the performance of three advanced data mining techniques C5.0 decision tree, artificial neural 

network (ANN), and support vector machines (SVM) with three kernel functions was evaluated for credit card fraud 

detection. A real dataset containing credit card transactions with fraudulent samples, conducted by European 

cardholders in September 2013, was analyzed. 

SVM and neural networks have recently attracted attention due to their superior performance across various 

applications. Because fraudulent transactions are far fewer than legitimate ones, sampling techniques are necessary 

to obtain a training dataset with a sufficient proportion of fraudulent to non-fraudulent cases. Both undersampling 

and oversampling methods were applied, and the performance of the three techniques was compared. This study 
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considers both traditional comparative performance metrics and specific criteria relevant to the practical deployment 

of such models. 

Overall, all three techniques demonstrated sufficient capability for modeling fraud detection on the dataset. Their 

performance differed on imbalanced and balanced datasets. On the imbalanced dataset, all three techniques achieved 

high accuracy because the majority class (legitimate transactions) dominated, causing fraudulent transactions to be 

classified as legitimate. However, these predictions are biased due to the lack of minority-class information. Machine 

learning algorithms generally assume datasets are balanced across classes and, therefore, tend to classify any test 

instance into the majority class to improve apparent accuracy this represents a significant challenge that is often 

overlooked. 

Comparing the evaluation metrics of the three techniques on the imbalanced dataset, SVM showed strong ability 

to detect class imbalance. Among its three kernel functions, Linear and RBF performed similarly well, while the 

Sigmoid kernel performed poorly. 

Regarding sampling methods, ADASYN produced more accurate models and greater improvements in algorithm 

performance than RUS. While all three classifiers performed similarly when undersampling the majority class, 

valuable information was lost, limiting the reliability of this approach. After oversampling the minority class and 

applying all three algorithms, NN outperformed the other two techniques. 

Among the parameters used to evaluate model performance, Accuracy and AUC were the most appropriate 

overall, whereas Sensitivity and Specificity are particularly informative for highly imbalanced datasets like this one. 
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